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Purpose of Presentation

What is the Diversion Technology Section
What is electronic reporting
What is the Controlled Substance Ordering System (CSOS)

What is the Drug Theft and Loss System (DTL)
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What is the Diversion Technology Section?

The Diversion Technology Section (ODT) is responsible for maintaining
all of the Office of Diversion Control’s (OD) Information Technology (IT)
Systems

ODT is responsible for modernization of OD’s IT systems

ODT provides enhanced registration and reporting capabillities to the
DEA registrant community through a secure Internet connection



What is Electronic Reporting?
The Drug Enforcement Administration, Office of Diversion Control (OD)
Implemented a program to modernize all of the paper based registration
and reporting systems. In the last seven years OD has deployed the
following electronic web interactive forms:

Applications for DEA registration (CSA)

Self-certification of retail vendors to comply with the Comprehensive
Methamphetamine Epidemic Act (CMEA)

Submission of controlled substance distribution reports (ARCQOS)
Submission of year end manufacturing reports (YERS)
Controlled Substance Ordering System (CSOS)

The Drug Theft and Loss reporting system (DTL)



How do | Access Electronic Reporting?

Through our website: www.deadiversion.usdoj.gov
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What is the
Controlled Substance Ordering System (CSQOS)?

An electronic substitute for the paper Order Form (DEA-222) and its
submission process

An ordering system that integrates electronic Order Form requirements
with a company’s electronic ordering system

An ordering system that allows users to place orders for controlled
substances in a secure Public Key Infrastructure (PKI) environment

PKI Provides
Authentication: Positively identifies the signer
Non-repudiation: Strong evidence of signer’s identity
Message Integrity: Ensures messages were not altered

A voluntary ordering system

Paper Order Forms can still be used



Official Order Forms

Statutory authority: 21 U.S.C. 8 828

Requires that no schedule | or Il controlled substance can be
distributed without executing an Official Order Form (DEA-222)

Regulatory authority: 21 C.F.R. § 1305 (Order Forms)
21 C.F.R. § 1311 (Digital Certificates)

Establishes the rules for completing paper Order Forms

Establishes the rules for completing electronic orders



A Brief History of CSOS

Pre-1999 DEA and industry had numerous meetings to develop an
electronic alternative to the paper Official Order Form 222

CSQOS project Initiated in 1999

Industry pilot conducted from 2002 to 2005
Final rule published in June 2005

CSOS deployed August 8, 2005

Obtained the initial WebTrust seal of approval for Certification
Authorities on April 14, 2006 (Updated yearly)

Awarded the initial Federal Bridge Certification Authority cross-
certification in July 2006 (Updated yearly)



General Information

Over 103,000 certificates issued to almost 25,000 Registered DEA
locations

Over 4.5 million transactions (order line items) ordered electronically

Several large chain distributors have indicated a readiness to adopt in
2009

Several commercial CSOS software vendors are now available to
Industry:

DEA is only the digital certificate providing authority — Industry is
responsible for identifying and installing compliant CSOS software
on their ordering systems



Sample Application Form (Coordinator)

Three applications forms are
available:

Registrant
The person who signed
the DEA Registration
Coordinator
Principle — An organization’s
primary contact
Alternate — An organization’s
secondary contact

Power of Attorney — Individuals
within an organization authorized
to place orders for controlled

substances

Mew CS0S Pnncipal Coordinater/ Altermate Coordinator Certiflicaic
Applicabion
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Contents of Application Package

Applicant

Application

Package Contents PO O]

DEA Registrant | Coordinators Attorney

Notarized ‘/ ‘/
Application

Coordinator-

Signed Application

Registrant List ‘/ ‘/
Addendum
Two Forms of ‘/ ‘/
Identification

DEA Registration ‘/
Cert. (223)

Copy(ies) of Power ‘/ ‘/
of Attorney
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CSOS Software Audit

Must be performed by independent third-party auditor

Must validate that Federal Information Processing Standards (FIPS)
have been met

Must validate that regulatory requirements have been met
Once an audit is completed it does not have to be renewed unless

modifications have been made to the CSOS application that would
require a new audit



Order Form Process

pumm—— ARCOS Reports
Drug
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Administration
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:

) () () () () () () (- ) () () ) - () () () () () (- ) ) ) ) () () () () () (-




Placing and Verifying a Sighed Order

Step 1 - Signing Process (Pharmacist)

Digitall
controlled : “si ngd” Oyrder
Substance Pharmacist 9

Purchase Order Private Key

’ y —
§ ,ﬁ _ ' B i
Step 2 - Verification Process (Supplier)

N Controlled
Digitally Pharmacist Substance
“signed” Order Public Key Purchase Order
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Appendix: CSOS EDI Reporting

CSOS Control Record
CSOS Reporting Highlights Examp le?m Field Name
AAIY3456) ting registrant —
A 10
01312006 st day of iod (munddyyyy)
poriing freqs : actions)
Overview:
CSOS Reporting is required in addition to 1 1011 1920
ARCOS Reporting for all CSOS ARA1234567*01312006DAB1234567
transactions COS Trancacti .
CSOS Reports must be posted within two (2) DS Transaction Record
business days of the transaction, as

opposed to the monthly ARCOS
reporting requirement

The transaction report record format is a
modification of the existing ARCOS
format; The CSOS format includes
extra fields to indicate the ordered
product, which may differ from the
product shipped

Involvement:
The DEA CSOS Program is responsible for
the following:
Reporter enrollment and education
Receiving CSOS Reports via the
existing ARCOS EDI system

More information concerming each field may be found in the ARCOS Registrant Handbook.



Transaction Record Format

Transaction
i i Date (50)
Af:t|on Indicator 5.15.1] S_trength Transaction SFrength
. . , Field (11) Field (66) ——— Field (101)
Reporting Registrant’s [5.9.1] Ex: 98.5% Identifier _ Ex: 98 50
DEA Number (1) e 5 17 1'] Field (70) Quantity 5 17 1'] 0
[5.3.1] Quantity Associate Reg. . [5.18.1] Field (92) =

Field (23) Number Field (32) [5.11.1]

/o VN

1 10 11 12 23 31 32 80 81 1

AA9999999PD000543751**000000024BB 1100654008538970013120001970022809850000000088 O00543751**0000000240985"

\ Unit Field (E;N Correction. Unit Field (100)

Transaction [5.12.1] Order Form Number Field (58) [5.12.1]

ransaction [5.16.1]

“Code NDC Number Number Field (41) b .
Field (12) [5.14.1] NDC Number End of Carriage

l[:5li4|dl§10) [5.10.1] Field (81) Return (105)

[5.10.1]

Note: numbers in brackets [ ] reference
the appropriate section in the ARCOS Registrant
Handbook found on the DEA DIVERSION web site

at ‘www.deadiversion.usdoj.gov’.




Certificate Revocation List (CRL) Flags

Revocation Flag CSOS Use Case

Key Compromise (1) Lose or compromise of key
Damaged Token
Subscriber Agreement violation
Access to the private key has been shared

Affiliation Change (2) Change of subscriber/POA Name
Termination of employment or POA
Change of Registrant Name
Due to marriage or other legal name change
Non-prejudicial change of DEA extensions
Address change, Schedule change
Self-revocation or termination
No longer performing Electronic transactions

Certificate Hold (3) Unauthenticated Revocation Request
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CRL Flags (Continued)

Revocation Flag CSOS Use Case

Superseded (4) DEA admin action
Restricted for Cause

Cessation Of Operation (5) Used to indicate if a revocation is a result of loss
of the registrant’s DEA number.

Surrendered for Cause
Revoked

Out of Business
Suspended
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Stake Holders

Subscribers

Registrant

Individual who signed or is authorized to sign
the DEA Registration Application

Coordinator

Individual designated as primary correspondent
to the CSOS program. Serves as Local
Registration Authority for POA applicants.

Powers of Attorney (POA)

Applicants who hold a valid POA to obtain and
sigdn Schedule I & II controlled substances
orders.

Pharmacies sy
DEA Registered pharmacy locations that obtain CSOS
certificates to electronically order controlled
substances from distributors.

Distributors
DEA registered distributors that obtain a CSOS
certificate to electronically order controlled
substances from manufacturers. Distributors also act
as a relying party when validating electronic orders
from pharmacies.

Manufacturers
DEA Registered manufacturers act as a relying party
when validating electronic orders from distributors.

Application Developers
Provide software applications to pharmacies,
distributors and manufacturers that facilitates the
electronic ordering of controlled substances.

Government

Office of Management and Budget (OMB)
OMB 300, A-130, FISMA

Department of Justice

Drug Enforcement Administration (DEA)

Policy Management Authority (PMA)
Establish, interpret, and enforce policy for the CSOS and
PKI initiatives in accordance with all applicable U.S. laws
and regulations.

National Institute of Standards and Tech. (NIST)
Establishes Information Security and Assurance
Guidelines & Requirements.

Third Party Accreditation

WebTrust
American Institute of Certified Public Accountants
(AICPA) WebTrust for Certificate Authorities,
Investigate all aspects of the CA operations to ensure
compliance with this CPS, the CP and other CA security
policies and procedures.

Federal Bridge Certification Authority (FBCA)
Federal Government PKI facilitating trust across
domains. DEA E-Commerce is Cross-Certified with the
FBCA



CSOS Recap

CSOS is an ordering system that integrates electronic Order Forms
with a vendor’s electronic ordering system

How do | become a CSOS participant?
|dentify your specific requirements
Review your legal responsibilities in 21 C.F.R. 8§ 1305 and 1311

ldentify a certified CSOS software vendor (if applicable)

Go to the www.deaecom.gov website and apply
Install authorized software
Obtain and install your digital certificate from DEA

Begin electronic orders



How do | find out more about CSOS?

Through our website: www.deaecom.govVv

Q & A's | Site Map | Privacy | About this Site
Drug Enforcement Administration | Office of Diversion Control

Site Navigation

O_Home | = Controlled Substance Ordering System
©_About CSOS | l l I
st For Purchasers For Suppliers For Developers
Orolicies . | - . CERTIFICATION
©_Enroll in CSOS | DEA's Controlled Substance Ordering System (CSOS) allows for secure electronic AUTHORITIES
Q Certificate Management ' transmission of Schedule I-V controlled substance orders without the supporting paper
——— - Form 222.
!2 CSOS Reporting |
©_Deyeloper Resources |
©_Contact Support | ®
Enroll in CSOS
Quick Links @ Learn abo Just getting started?

— - est vour e e Schedule Il controlled substances can !5”!
Click to select a link now be ordered electronically without
a paper form DEA-222. To be eligible,
@ Activate/Retrieve vour certificate(s) individuals must enroll in DEA’s CSOS
@ Transfer certificate(s) to another Program.

crE itor Click here to enroll today.
pute

@ _Learn about electronic ordering
@ Re ertificat

Back to Top | DEA E-Com Home | Privacy Statement | Contact Support
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What is
Drug Theft and Loss Reporting (DTL)?

Regulatory authority: 21 C.F.R. 8§ 1301.74(c)

Requires that the registrant notify the local Field Division Office, in
writing, of any theft or significant loss of any controlled substance
within one business day of discovery of the theft or loss.

Also requires that the registrant complete and submit a DEA Form
106 to the local Field Division Office.



Brief History

Prior to July 2005 only paper DEA Form 106s were available for
reporting thefts and losses. These forms were sent to the local DEA
Field Office and then forwarded to DEA Headquarters for data entry into
the DTL database.

On July 28, 2005 DEA launched version 1 of the fg%f‘fw
Electronic DEA 106 on its website. This version was YEEFT OR

LOSS OF

basically an electronic version of the paper form. CONTROLLED

SUBSTANCES

On November 1, 2008, DEA deployed version 2 of the electronic DEA
106 on its website. The major enhancement was the addition of the
National Drug Code (NDC) number field. This allows registrants to
report a stolen or lost product by NDC number.

Positive: Improved accuracy in reporting
Negative: DEA must have a record of the NDC
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Electronic DEA-106

%, 1):S Department of Justice =
= % Drug Enforcement Administration  _
Advantages: ) DIVERSION CONTROL PROGRAM =
DEA FORM 106

Immediate submission

Click inside the individual *Date of Theft/ Loss -Day- ¥| |-Year- v |
data fields to get Help for :

that field. *Police Report Filed

No data entry errors
from using paper forms

General Instructions. *Type of Theft/ Loss

* Number of prior incidents Armed Robibery
Y

in the past two years Customer Theft

. . . *Total Purchase Value of Employee Pilferage
Online validation Controlled Substances s
(reported on this form) Night Break-In
Other

O Yes O No

Items lost other than
controlled substances

Identifying Marks, Symbols,

Auto-fills registrant
information Sy

DEA Form 222 Numbers
(If Stolen)

Print a receipt as proof
of submission

New Security Measures

Fields prefixed with * are required.

Please do not use your browser's BACK and FORWARD buttons while navigating this form

A”OWS amendments <-Previoun -Cancel- I Next-> I




Add One NDC at a time

= Or multiple NDC at a time

NDC Number

Trade Name

LA DR TSI T OF A TR
ou-yumm;lmmm‘nm

= /' OFFICE OF DIVERSION CONTROL

Schedule

Dosage

Entry | [ Multiple NDC Entry

Muttipie NDC Entnes 0

« Current Entries

Entries with

- Current Entries

Quantity
NDC Number Trade Name Stolen/Lost
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DTL Recap

DTL is the regulatory requirement to report the theft or significant loss
of controlled substances to DEA

How do | report drug thefts and losses?

Notify your local DEA Field office within one business of discovery
of theft or loss

Review your responsibilities in 21 C.F.R. 88 1301.74(c)

Go to the www.deadiversion.usdoqg.gov and use the electronic DEA
Form 106

If you cannot use the Internet, call 1 800 882-9539 to obtain a
paper form, or for assistance



Contact Information

Diversion Customer Support Center: 1 800 882-9539
CSOS Customer Support: 1-877-DEA-ECOM (1-877-332-3266)

Diversion website: www.deadiversion.usdoq.qgov

CSOS Website: www.deaecom.qov




Questions?
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